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Multiple Vulnerabilities in Aruba EdgeConnect Enterprise Orchestrator
Indian - Computer Emergency Response Team (cert-in.org.in)

Severity Rating: CRITICAL
Software Affected

Aruba EdgeConnect Enterprise Orchestrator (on-premises)
Aruba EdgeConnect Enterprise Orchestrator-as-a-Service
Aruba EdgeConnect Enterprise Orchestrator-SP and

Aruba EdgeConnect Enterprise Orchestrator Global
Enterprise Tenant Orchestrators

Orchestrator 9.1.2.40051 and prior

Orchestrator 9.0.7.40108 and prior

Orchestrator 8.10.23.40009 and prior

Any older branches of Orchestrator not specifically mentioned
Overview

Multiple vulnerabilities have been reported in Aruba EdgeConnect Enterprise Orchestrator which could allow a remote
attacker to bypass security restrictions or conduct remote code execution attacks on the targeted system.

Description
1. Authentication Bypass Vulnerabilities ( CVE-2022-37913 CVE-2022-37914 )

These vulnerabilities exist in Aruba EdgeConnect Enterprise Orchestrator due to a flaw in the web-based management
interface. A remote attacker could exploit these vulnerabilities to bypass security restrictions which leads to gaining
administrative privileges.

Successful exploitation of these vulnerabilities could allow an attacker to completely compromise the Aruba
EdgeConnect Enterprise Orchestrator host.

2. Remote Code Execution Vulnerability ( CVE-2022-37915 )

This vulnerability exists in Aruba EdgeConnect Enterprise Orchestrator due to command injection in the web-based
management interface. An unauthenticated remote attacker could exploit this vulnerability to execute arbitrary commands
on the underlying host.

Successful exploitation of this vulnerability could allow an attacker to completely compromise the targeted system.

Workaround

Restrict CLI and web-based management interfaces to a dedicated layer 2 segment/VLAN and/or controlled by firewall
policies at layer 3 and above.

Solution

Apply appropriate fix as mentioned in Aruba Network Security Advisory

https://www.arubanetworks.com/assets/alert/ ARUBA-PSA-2022-015.txt

Vendor Information



Aruba Network
https://www.arubanetworks.com/assets/alert/ ARUBA-PSA-2022-015.txt

References

Aruba Network
https://www.arubanetworks.com/assets/alert/ ARUBA-PSA-2022-015.txt

CVE Name

CVE-2022-37913
CVE-2022-37914
CVE-2022-37915
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