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Vulnerability in Apache Commons Text
Indian - Computer Emergency Response Team (cert-in.org.in)

Severity Rating: HIGH
Software Affected

Apache Commons Text 1.9.0
Overview

A vulnerability has been reported in Apache Commons Text which could allow a remote attacker to execute arbitrary
code on the targeted system.

Description

This vulnerability exists in Apache Commons Text due to insecure interpolation defaults flaw. An attacker could exploit
this vulnerability by sending a specially-crafted request to the affected system.

Successful exploitation of this vulnerability could allow a remote attacker to execute arbitrary code on the targeted
system.

Solution
Users of the affected versions should apply one of the following mitigations:

Upgrade to Apache Commons Text 1.10.0.
Vendor Information

Apache
https://lists.apache.org/thread/n2bd4vdsgkqh2tm1411wyc3jyol7slom

References

Apache
https://lists.apache.org/thread/n2bd4vdsgkqh2tm1411wyc3jyol7slom
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